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Dear AIPB Member:

* IRS focuses on new identity theft and other scams. There has been a spike
in tax-related ID theft, internet fraud and similar crimes. Small businesses, tax 
pros and individuals are primary targets. The IRS is acting to avoid losing tax 
revenues, warn taxpayers and help victims. The IRS is strongly advising tax pros
to increase their defenses against various types of cyber fraud. Here’s a roundup
of recent advice on combatting the emerging cybercrime waves:

Tax pros. Thieves remotely take over the tax pro’s computer and use the tax prep 
software to file numerous fraudulent returns claiming refunds with the pro’s ID 
number. Expect a wave of attacks during the coming tax season.

AIPB tip: Tax pros should access their online PTIN accounts to verify the number of client tax returns filed under their PTIN. 
The data are updated weekly. Details at www.irs.gov/uac/tax-professionals-monitor-your-ptin-for-suspicious-activity.

An IRS YouTube video shows how client data are sold and then used for ID theft and
offers tips such as using security software, creating stronger passwords, avoiding
phishing emails and protecting access to electronic and paper files. Available 
at the IRS YouTube channel: www.youtube.com/watch?v=aLSaKHbHYdc. For details on 
protecting client data, visit www.irs.gov/protectyourclients. [IR 2016-116; IRS 2016-199]

Tax pros get emails that seem to be from their software company. Recipients are 
told to click a link in the email so they can download a free update of their tax 
prep software. That web page downloads software to track the tax pro’s keystrokes
and transmit other sensitive data to the thieves. 

Tax pros should avoid clicking on links or attachments in emails unless they are
certain who sent the email. Program updates should be obtained from the software 
provider’s main web page or the update function in the software program. Tax pros
also should use strong passwords and change them regularly.

AIPB tip: Tax pros who do not adequately protect clients’ data might be liable for damages related to the data theft.
AIPB tip: Small firms should ask their preparers what steps they have taken to protect client data. All of the small firm’s 
security efforts could be wasted if the tax preparer loses its data.

Victims. Employment-related ID theft is the use of someone’s personal information
to get a job. The IRS is likely the first to discover the theft because it will see a
major discrepancy between the taxpayer’s income tax return and income reported to
the IRS by third parties. Almost 1.1 million taxpayers were victims of employment-
related ID theft between Feb. 2011 and Dec. 2015.

In 2017, the IRS will notify suspected victims of employment-related ID fraud and
set up a way to notify the SSA of discrepancies. But the program is for new victims, not
those who were victimized before 2017. And, it does not notify employers. [Tax Notes Today]

* Fraud prevention to delay some refunds. The 2015 PATH Act requires the IRS to
withhold tax refunds until Feb. 15 for any return that includes the earned income 
tax credit or the refundable portion of the child tax credit. The goal was to reduce
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fraud by allowing time for the IRS to
compare the income taxpayers report on
their 1040 to the income reported for
them on employer information returns
and to perform other checks. Taxpayers
and preparers are both urged not to wait
until Feb. 15 to file returns; the IRS 
processes returns as they are received.
[Tax Notes Today]

“I’m from the IRS” may be real.
Warnings about criminals posing as IRS 
employees have caused people to suspect
that genuine IRS employees are imposters.
You can verify the person’s identity
by reviewing their government-issued
credentials and contacting their office
or supervisor for confirmation. Real IRS
employees do not require that taxes be
paid in a certain way, such as by an 
Apple iTunes gift card, nor do they 
threaten incarceration if immediate
payment is not made. [IR-2016-103]

* New IRS “sharing economy” page. 
The sharing economy (or on-demand, gig,
or access economy) includes those who 
use the internet to connect consumers 
with those who provide services or the 
use of assets, such as Uber and AirBnB,
and includes workers available for 
short-term work. 

The new web page has details on
payments that must be included in gross
income, deductible expenses, required
books and records, information and tax
returns that must be filed, quarterly
estimated taxes, self-employment taxes,

reporting vacation home rentals, and more
—for both people and businesses. Visit
www.irs.gov/businesses/small-businesses-self-employed/sharing-
economy-tax-center?_ga=1.20577272.1511708380.1443645159
[IR-2016-10]

* Final regs on marital status issued.
IRS final regs defining marital status in 
the tax code are effective Sept. 2, 2016.
They contain few changes from the proposed
regs issued in Oct. 2015.

The proposed regs said a marriage of 
two individuals is recognized for federal 
tax purposes if it is recognized by any
state, possession, or U.S. territory. The 
final regs establish a separate rule for 
domestic v. foreign marriages. 

Domestic marriages are unchanged from 
the proposed regs and are unaffected by 
where a couple lives (i.e., they now 
live in a state that does not recognize
same-sex marriages).

A couple married under another country’s 
laws are married for federal tax purposes 
if the marriage would be recognized as
a marriage under the laws of at least 
one state, possession or U.S. territory.

Unchanged from the proposed regs is 
that domestic partnerships and similar
arrangements that are not marriages under 
state law are not considered marriages 
under the tax code. The changes ensure
that only couples in a “marriage” and not 
divorced are treated as married. The IRS 
intends to try to use the term “spouse”
instead of “husband” and “wife.” [T.D. 9785]
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