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Dear AIPB Member:

* IRS focuses on new identity theft and other scams. There has been a spike
in tax-related ID theft, internet fraud and similar crimes. Small businesses, tax 
pros and individuals are primary targets. The IRS is acting to avoid losing tax 
revenues, warn taxpayers and help victims. The IRS is strongly advising tax pros
to increase their defenses against various types of cyber fraud. Here’s a roundup
of recent advice on combatting the emerging cybercrime waves:

Tax pros. Thieves remotely take over the tax pro’s computer and use the tax prep 
software to file numerous fraudulent returns claiming refunds with the pro’s ID 
number. Expect a wave of attacks during the coming tax season.

AIPB tip: Tax pros should access their online PTIN accounts to verify the number of client tax returns filed under their PTIN. 
The data are updated weekly. Details at www.irs.gov/uac/tax-professionals-monitor-your-ptin-for-suspicious-activity.

An IRS YouTube video shows how client data are sold and then used for ID theft and
offers tips such as using security software, creating stronger passwords, avoiding
phishing emails and protecting access to electronic and paper files. Available 
at the IRS YouTube channel: www.youtube.com/watch?v=aLSaKHbHYdc. For details on 
protecting client data, visit www.irs.gov/protectyourclients. [IR 2016-116; IRS 2016-199]

Tax pros get emails that seem to be from their software company. Recipients are 
told to click a link in the email so they can download a free update of their tax 
prep software. That web page downloads software to track the tax pro’s keystrokes
and transmit other sensitive data to the thieves. 

Tax pros should avoid clicking on links or attachments in emails unless they are
certain who sent the email. Program updates should be obtained from the software 
provider’s main web page or the update function in the software program. Tax pros
also should use strong passwords and change them regularly.

AIPB tip: Tax pros who do not adequately protect clients’ data might be liable for damages related to the data theft.
AIPB tip: Small firms should ask their preparers what steps they have taken to protect client data. All of the small firm’s 
security efforts could be wasted if the tax preparer loses its data.

Victims. Employment-related ID theft is the use of someone’s personal information
to get a job. The IRS is likely the first to discover the theft because it will see a
major discrepancy between the taxpayer’s income tax return and income reported to
the IRS by third parties. Almost 1.1 million taxpayers were victims of employment-
related ID theft between Feb. 2011 and Dec. 2015.

In 2017, the IRS will notify suspected victims of employment-related ID fraud and
set up a way to notify the SSA of discrepancies. But the program is for new victims, not
those who were victimized before 2017. And, it does not notify employers. [Tax Notes Today]

* Fraud prevention to delay some refunds. The 2015 PATH Act requires the IRS to
withhold tax refunds until Feb. 15 for any return that includes the earned income 
tax credit or the refundable portion of the child tax credit. The goal was to reduce
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Text Box
Self-Employed Health Deduction. The IRS allows self-employeds to deduct health insurance premiums from gross income in calculating Adjusted Gross Income (AGI). This not only reduces taxable income, it also lowers the floor amount for certain itemized deductions, allowing more expense deductions.There are limits on the premiums you can deduct. The simplest limit is the earned income (net profit) from your business calculated on Sched. C, line 31. For example, if net profit was $10,000, you can’t deduct $10,500 in health premiums. The second limit is for those who obtained health insurance in the “Marketplace.” These taxpayers must reduce the health premiums deduction by premiums not paid by the taxpayer but by the Marketplace or that were refunded on the tax return.If the Marketplace made any Advanced Premium Tax Credit payments during periods of self-employment, you must complete Worksheet W (IRS Pub. 974). Limits on the reduction to the premiums are calculated using modified AGI, which requires completing Worksheet X, and a worksheet in IRS Pub. 974, and filing Form 8962, which yields the health premium tax credit. Confused? Many tax preparation programs do the calculations for you. Or, you can use a tax pro.Source: C. Novak and L. Corbisier, “Self-Employed Taxpayers,”TaxPro Monthly, March 2016, Natl. Assn. of Tax Professionals,W6390 Quality Drive, Greenville, WI 54942-8015


