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Getting Hacked

Do not assume hackers will ignore you because you’re small. A report by Keeper Security and the Ponemon Institute reveals
that roughly half of all small businesses have been hacked within the last year, possibly due to poorer security than large
corporations, but also to being less careful with the security they have.

Thefirst step to improved security is to know what the most common forms of cyber attacks are:

* Advanced persistent threats (APTS). Long-term hacks that compromise a targeted system in phases.

* Distributed denial of service (DD0S). A server is swamped with so many requests that the targeted system or website is shut.
* |nside attack. Someone with administrative privileges, usually a current or former employee, has access to confidential data.
Employees who leave should immediately have their system access revoked.

* Maware (“malicious software™). Any program introduced into your system to cause damage or gain unauthorized access.

* Password attacks. Hackers guess until they hit the right PW (brute force attack). They use a program that tries different
combinations of dictionary words (dictionary attack); or they track all of the user’s keystrokes, including PWs (keylogging).

* Phishing. Getting sensitive data such as logins and credit card info by enticing you to go to websites that seem legitimate but
are not.

The next step is to add security to your system, such as:

* Antivirus software. Defends against most types of malware.

* Firewalls. Help prevent unauthorized users from accessing computers or networks.

* Data backup solutions. Recover lost data that has been stored at another location.

* Encryption software. Protects sensitive data by encrypting it.

* Two-step authentication software. Reduces the possibility of a password being cracked by requiring two unique pieces of
information for log-in.

* Cybersecurity Insurance. Helps recoup losses and expenses associated with a data breach. Make sure the policy includes first-
and third-party coverage, to cover first-party costs such as businessinterruption, legal fees, public relations, etc.; and third-party
costs such as lawsuits for exposure of customers’, vendors’ or other outsiders’ sensitive data.

Lastly, best business practices may seem unimportant, but they matter:

* Keep your most-used software up to date.

* Educate employees on how to recognize a data breach as well as best practices to avoid one.
* Put formal security policiesin place; the most important one is strong passwords.

Source: Sammi Caramela,

“Cybersecurity: A Small Business Guide,”
www.businessdaily.com

July 11, 2016

Don’t miss the November 2016 Accountex/AIPB Bookkeepers Summit!

Join colleagues nationwide at The Mirage hotel in Las Vegas, Nov. 15-18, the single most important place
to find out how new technology and other developments affect the bookkeeping profession. Details—and a
$100 Early Bird discount—at www.accountexusa.com/aipb-bookkeeper-summit/.

AIPB members save up to 34% on UPS®. Enroll at savewithups.com/aipb (this URL is case-sensitive), at
www.aipb.org, Members Only page . . . or by calling 1.800.636.2377, 8 a.m.-6 p.m. EST, M-F.
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Do not assume hackers will ignore you because you’re small. A report by Keeper Security and the Ponemon Institute reveals that roughly half of all small businesses have been hacked within the last year, possibly due to poorer security than large corporations, but also to being less careful with the security they have. 

The first step to improved security is to know what the most common forms of cyber attacks are:
*  Advanced persistent threats (APTs). Long-term hacks that compromise a targeted system in phases.
*  Distributed denial of service (DDoS). A server is swamped with so many requests that the targeted system or website is shut.
*  Inside attack. Someone with administrative privileges, usually a current or former employee, has access to confidential data. Employees who leave should immediately have their system access revoked.
*  Malware (“malicious software”). Any program introduced into your system to cause damage or gain unauthorized access.
*  Password attacks. Hackers guess until they hit the right PW (brute force attack). They use a program that tries different combinations of dictionary words (dictionary attack); or they track all of the user’s keystrokes, including PWs (keylogging).
*  Phishing. Getting sensitive data such as logins and credit card info by enticing you to go to websites that seem legitimate but are not.

The next step is to add security to your system, such as:
*  Antivirus software. Defends against most types of malware.
*  Firewalls. Help prevent unauthorized users from accessing computers or networks.
*  Data backup solutions. Recover lost data that has been stored at another location.
*  Encryption software. Protects sensitive data by encrypting it.
*  Two-step authentication software. Reduces the possibility of a password being cracked by requiring two unique pieces of information for log-in.
*  Cybersecurity Insurance. Helps recoup losses and expenses associated with a data breach. Make sure the policy includes first-and third-party coverage, to cover first-party costs such as business interruption, legal fees, public relations, etc.; and third-party costs such as lawsuits for exposure of customers’, vendors’ or other outsiders’ sensitive data.

Lastly, best business practices may seem unimportant, but they matter:
*  Keep your most-used software up to date.
*  Educate employees on how to recognize a data breach as well as best practices to avoid one.
*  Put formal security policies in place; the most important one is strong passwords.
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